IHamsaTka
10 UH(POPMALMOHHOU 0€30IIACHOCTH

IJISE 00y4YAIOIIMXCS

C KaXXIbIM TIoaOM MOJIOACKU B HMHTCPHCTC CTAHOBUTLCH 60JIBH.I€, a IMMKOJBbHUKHU OJHHU HU3 CaMBbIX
aKTUBHBIX TOJb30BaTenell PyHera. Mexay TeMmM, MOMHUMO OTPOMHOIO KOJMYECTBa BO3MOKHOCTE,

HHTCPHET HECET U HpO6J’I6MBI. OTa maMsaTKa JOJIXKHaA ITOMOYb TeOe 6e30macHo HaXOaAUTHCSA B CCTH.

KomnbrorepHbie BHpyChI

KoMmnbroTepHelii BHpYyC - 3TO pa3sHOBUAHOCTh KOMIIBIOTEPHBIX IPOrpamM, OTJIMYUTEIbHOMN
0COOCHHOCTBIO KOTOPOI SIBISIETCSI CHOCOOHOCTh K Pa3MHOXKEHHUIO. B 1omosHeHHe K 3TOMY, BUPYCHI
MOTYT TIOBPEOUTh WU TOJTHOCTHIO YHUYTOXHUTH Bce (alibl W JaHHBIE, MOJKOHTPOJbHBIE
MOJIB30BATENI0, OT UMEHU KOTOPOTO ObLIa 3amylieHa 3apaxEHHasi IPorpaMMa, a TaKkkKe MOBPEIUTh WU
Jake YHHUUYTOXXUTH OTEPAIMOHHYIO CHUCTEMY CO BcemH (aiiamMu B 1eoM. B OONBIIMHCTBE ClydyaeB
pacpoCTPaHSIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 32a1HMTHI OT BPEIOHOCHBIX NPOrPamMM:

1. Vcnonb3yli COBpEMEHHbIE ONEPAIMOHHBIE CHUCTEMbI, UMEIOIINE CEPbE3HBIM YpPOBEHb 3alllUThl OT
BPEIOHOCHBIX MPOrPAMM;

2. IlocrostHHO ycTaHaBiIMBal nat4yu (1 POBbIE 3aIIaTKH, KOTOPbIe aBTOMAaTHYECKH YCTAaHABIMBAIOTCS
C LENBI0 TOPaOOTKU MPOrpaMMbl) U APYTHe OOHOBJICHHsI CBOSH OrNeparnoHHON cucteMbl. CKaunBai ux
TONBKO C o¢uumanbHoro caifta paspaborumka OC. Ecnm cymiecTByeT pexuM aBTOMAaTHYECKOTO
OOHOBJICHUS, BKIIIOYH €T0;

3. PaGoTaii Ha cBOeM KOMITBIOTEpE MO/ IpaBaMH IOJIB30BATENsA, a HE aJMHUHHCTparopa. JTO HeE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTaUIMPOBATbCS Ha TBOEM MEPCOHATBHOM
KOMIIBIOTEPE;

4. Hcnonb3yid aHTHUBUPYCHbIE TPOTrpaMMHBIE MPOAYKTHl  M3BECTHBIX MPOU3BOAMUTENEH, C
aBTOMaTHUYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb GU3HYECKUH JOCTYN K KOMITBIOTEPY JUIsl TOCTOPOHHMX JIMII;

6. Mcnonb3yii BHEIIHME HOCUTENN MH(pOpMAINM, Takue Kak (iemrka, JUCK win ¢ailn u3 MHTEepHeTa,
TOJIBKO U3 MIPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbIBaii KOMITBIOTEPHBIC (DAMITBI, TOJyUYEHHBIE U3 HEHAIEKHBIX UCTOYHUKOB. Jlake Te (haiiibl,

KOTOPBIC TIPUCIIATT TBOK 3HAKOMBIN. JIydIiie yTouH#u y HEero, OTIPABIISUI JIU OH TeOe uX.



Cern WI-FI

Wi-Fi - aT0 He BUJI mepeayn JaHHBIX, HE TEXHOJOTHS, a BCETo JHIb OpeHa, Mapka. Eme B 1991 roay
HUJIepJIaH/ICKas KommaHus 3apeructpupoBana Openn «WECA», uto o0o3Hauano clI0BOCOYETAaHHUE
«Wireless Fidelity», KoTopsIii mepeBouTCS Kak «O0eCIIpOBOHASI TOUHOCTHY.

Jlo Hamiero BpeMeHH jomuuia apyras ab0peBuaTypa, KOTopas SBISETCS TaKOH K€ TEXHOJIOruen. ITo
ab0peBmarypa «Wi-Fi». Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIUN 3BYKOBOM
texHuku Hi-Fi, 4o B mepeBose o3HauaeT «BHICOKAst TOUHOCTH.

Jla, GecriaTHBIM MHTEPHET-AOCTYI B Kade, OTeNsAX U adporopTrax SBISETCS OTIUYHON BO3MOKHOCTHIO
BbIXOZa B MHTEepHET. Ho MHOTrHe 3KCmepThl CUMTAIOT, YTO obmenoctynusle Wi-Fi cetn He sSBISIOTCS
0€301MacHBIMH.

Cogetnl 10 6e3onacHocTH padore B 001men0cTynHbIX ceTax Wi-fi:

1. He mepenaBaii cBoro nuuHyro umHpopmaiuioo depes obmenoctynabie Wi-Fi cetu. Paboras B Hux,
JKeJIaTeIbHO HE BBOJUTH MAPOJIH JOCTYIIA, JOTHHBI U KaKHE-TO HOMEPA;

2. Ucnonb3yii 1 OOHOBIISI aHTUBUPYCHBIE MPOrpaMMbl U OpaHamayep. Tem cambIM Tl 00€30MacHllb
ce0s OT 3aKayKH BHpYCa Ha TBOE YCTPOICTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmroun dyaknuio «O0mmil noctyn k Qaitiam u npuHTepamy». JlanHas
(GyHKIUS 3aKphITa IO YMOJIYAHHUIO, OJTHAKO HEKOTOpBIE IMOJIb30BATENM aKTUBUPYIOT €€ Uil ynoOcTBa
MCIIOJIb30BaHUs B paboTe uinu yuede;

4. He wucnonb3yit myomuunsiii WI-FI nns mepenaum JUYHBIX JaHHBIX, HAampuUMep MJs BbIXOJA B
COLIMAJIbHBIE CETH UJTU B DJIEKTPOHHYIO MOYTY;

5. Unonw3yii Toapko 3amnuiieHHoe coequnenue uepes HTTPS, a ue HTTP, T.e. mpu Habope BeG-aapeca
BBOJM UMEHHO «https://»;

6. B mobOunbHOM Tenedone otkmoun ¢ynkuuto «llogkmouenne xk Wi-Fi aBromarmueckn». He

JOTTyCKail aBTOMaTHYECKOTO TOAKIIOUEHUs yCTpoiicTBa K ceTssM Wi-Fi 6e3 TBoero cormacus.

CounanbHble ceTH

COI_II/IaJIBHBIG CCTU aKTUBHO BXOJAT B HAIlly ’)KU3Hb, MHOTUC JIFOAU pa60Ta10T " )KUBYT TaM IMOCTOAHHO, a
B Facebook yxe 3apeructpupoBaH MHLIHAP YEIOBEK, UYTO SBIISIETCS OJHOM CEIbMOW BCEX JKUTEJEH
IJIaHeTbl. MHOTHE MoJb30BaTeNN HE MOHUMAIOT, YTO MH(pOpMalus, pa3MellleHHas MU B COIMAJIbHBIX
CCTAX, MOXKCECT GBITB Haﬁ;[eHa 1 UCIIOJIb30BaHAa K€M YIOJHO, B TOM YHCJIC HEC 06}I3aT€JIBHO C 6JI3.FI/IMI/I
HaMCPCHUSAMU.

OcHoBHbIE COBETHI 10 0€30IACHOCTH B COIIUATBHBIX CETAX:

1. Orpanuds CIUCOK Apy3eid. Y TeOs B APY3bsIX HE JOJKHO OBITh CITy4alHBIX U HE3HAKOMBIX JIIOJIEH;



2. 3amuiiail cCBOO YacTHYIO ku3Hb. He yka3wiBait maposu, TenedoHnsl, aapeca, JaTy TBOCTO POKICHUS 1
APYTyI0 JUYHYI0 MHPOPMALUIO. 3I0YMBIIUIEHHUKHA MOTYT HCIOJIB30BaTh J1a)kKe MHPOPMALIUIO O TOM,
KaK Tbl U TBOU POAUTCIIN MIIAHUPYCTC IMMPOBECTU KaHUKYIJIbI;

3. 3amumai CBOIO pernyTaIuio - JEpKH €€ B YUCTOTE W 3a7aBail cebe BOMPOC: XOTeN ObI ThI, YTOOBI
Ipyrye MoJIb30BaTelu BUAENH, UYTO Thl 3arpyxkaeub? Ilogymail, mpexkiae yeM 4To-TO OMyOJIMKOBATH,
HAIUCaTh U 3arPy3UTh;

4. Ecnu Tbl TOBOPUIL C JIIOJbMH, KOTOPBIX HE 3HACIb, HE MCIOJB3yl CBOE peaTbHOE UMS U APYTYIO
JUYHYI0 HHGOPMALIMU: UMSI, MECTO JKUTEIbCTBA, MECTO Y4eObl U IpOoYee;

5. N3beraii pasmemenus (ororpaduit B MIHTEpHETE, THE THI M300paXk€H HA MECTHOCTH, MO KOTOPOM
MOJKHO OIPEICTUTH TBOE MECTOIOIOKEHHUE;

6. IIpu peructpauuu B COUUANBHON CETH HEOOXOAMMO MCIOIB30BATH CIOXKHBIE MAPOJIH, COCTOSIIUE U3
OykB U 1IU(p U C KOJIMYESCTBOM 3HAKOB HE MeHee §;

7. st connanbHOM CETH, TTOYTHl M IPYTUX CAHTOB HEOOXOIMMO HMCIOJB30BaTh pa3Hbie mapoiu. Torma

ecau Teds B3JIOMAKOT, TO 3JIOYMBINUJICHHUKH ITOJTYyYaT HJOCTYI TOJIbBKO K OAHOMY MCCTY, a HC BO BCC

cpasy.

DJIeKTPOHHBbIE 1eHbIH

DJNEeKTPOHHBIE JAEHBI'M — 3TO OYEHb YIAOOHBIN CIOCcOO IUIaTe)kei, OJHAKO CYIIECTBYIOT MOIICHHHKH,
KOTOpBIE XOTAT NOJYYUTh 3TU JEHBIU.

DNEKTPOHHBIE JE€HBIU MOSBWINCH COBCEM HEAABHO MU MMEHHO M3-3a 3TOI0 BO MHOTHX IOCYJapcTBax 10
CUX MOpP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oM ()yHKIIMOHHPYIOT U O HUX yXe MPOIUCAHO B 3aKOHE, TJIe X Pa3/esioT Ha HECKOIbKO
BUJIOB - AHOHUMHBIE M HE aHOHMMHbIE. Pa3sHuUIla B TOM, YTO AHOHMMHBIE - 3TO T€, B KOTOPBIX
paspeliaercsi MPOBOAUTH oOmepanuu 0e3 HAeHTU(UKALUKA T[O0Jb30BaTeNss, a B HEAHOHMMHBIX
UICHTU()UKAIIUY T10Ib30BATENS SBISETCS 00513aTENbHOM.

Tarke crmemyer pa3nuyarh >JIEKTPOHHbIE (hUaTHBIE NEHBIU (paBHBI TOCYAAPCTBEHHBIM BalIOTaM) U
AJIEKTPOHHBIE He(pUaTHBIE IEHbIU (HE PaBHBI TOCYIAPCTBEHHBIM BAJIOTaM).

OcHOBHBIE COBETHI 10 0e30MaACHO padoTe ¢ 3TeKTPOHHBIMHU A€eHbIAMHU:

1. [IpuBsoku k cyeTy MOOWIIBHBIN TeneoH. ITO caMblii yIOOHBIA M OBICTPBIH CIIOCOO BOCCTAaHOBHTH
J0CTyn K cuery. IIpuBsizaHHBIA Tene(oH MOMOXKET, ecnu 3a0yaellb CBOM IJIaTEXHBI Mapoiib WM
3aiJielIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonb3yii ogqHopa3oBsie mapond. [locne nepexona Ha yCHICHHYIO aBTOPHU3aIUI0 TeOe y)Ke He OyaeT
YIpOKaTh OMACHOCTh KPAKU MJIM MEPEXBATA IJIATEKHOTO Mapos;

3. Bribepu cnoxHbIil napouns. [IpectynHukaM OyzaeT He MPOCTO yrajaTh CIOXKHBIN mapoib. HanexHsie

NapoJii — 3TO TMapoJH, KOTOpBIE COJEpKAT HE MEHee 8 3HAKOB M BKIIOYAIOT B ce0s CTPOUHBIE H



MPOMHUCHBIE OYKBBI, IM(pPBI M HECKOJHLKO CHMBOJIOB, TakKWe Kak 3HaK Jjoiiapa, (yHTa,
BOCKJIMIIATENIbHBIN 3HAK U T.11. Hanpumep, StROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEILb.

DJIeKTPOHHAS MOYTA

DNEeKTpOHHAs MOoYTa — ATO TEXHOJIOTUS U NMPEJOCTABISIEMbIE €10 YCIYTH 110 MEPECHUIKE U MOITYYEHHIO
ANEKTPOHHBIX COOOIIEHUH, KOTOPBIC PACIPECSISIIOTCS B KOMITBIOTEPHOH ceTr. OOBIYHO ANEKTPOHHBIN
MOYTOBBIM SIIIUK BBITTISAUT CIEAYIOUIMM 00pa3oM: UMs_IOJb30BaTeIs(@UMs_AoMeHa. Takxke Kpome
nepeaayy MpocToro TeKCTa, MMEETCs] BO3MOXKHOCTD IepeaaBath (ailiibl.

OcHOBHBIE COBETHI 10 0€30MacCHOIi padoTe ¢ 3J1eKTPOHHON MOYTOM:

1. Hago BBIOpaTh mpaBUIIbHBIN MOYTOBBINA cepBHC. B MHTEpHETE €CcTh OrpOMHBIN BBHIOOpP OECTIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIyYIIE€ JOBEPATH TEM, KOTO 3HACIIb U KTO NIEPBBIA B PEUTHHTE;

2. He yka3pBali B JM4YHON mouTe JWYHY0 uWHpopmanuoo. Hampumep, myume BwIOpaTh
«My3BIKaTBHBIN _(panaT@» mmm «pok2013» Bmecto «remal3y;

3. Hcnonp3yll ABYX3TalHYK0 aBTOpU3ALMIO. OTO KOIJa NOMHMMO HIaposisi HY)KHO BBOAMTH KO[,
NpuUchlIaeMblid 1o SMS;

4. BwiOepu cioxHBIH Tapodib. JIJIS KaXJa0ro IMOYTOBOTO SIIMKA JOJDKEH OBITh CBOM HAJECKHBIH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecth BO3MOXKHOCTB HAIMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIONIB3YH 3TY BO3MOXKHOCTB;

6. Hcnosb3yil HECKOJIBKO MOYTOBBIX AIMMUKOB. [IepBbIM i1 4YacTHOM NEPENUCKH C aJpecaTami,
KOTOPBIM ThI JOBEPSCIIb. OTO DJJIEKTPOHHBIM aJpec HE HAJ0 MCIONb30BaTh IPU PETUCTPALUU Ha
dopymax u caiitax;

7. He otkpsiBail (aiiibl U Ipyrue BIOXKEHHs B MHCbMax Ja)ke €CIIM OHHM IPUIIHA OT TBOUX ApY3eH.
Jlydiie yToyHM y HUX, OTIIPABIISUIN JIM OHU TeOe 3TU (Qailibl;

8. Ilocne okoHYaHus pabOTHl HA MOYTOBOM CEPBHCE IEpE] 3aKphITHEM BKJIAJKHU C CAWTOM He 3a0ylb

Ha)kaTh Ha «BeIATIY.

KubepOy/uIMHT WM BUPTyaJibHOE U3/1€BaTEIbCTBO

KubepOymmuar — mpeciaenoBaHue COOOIICHUSMH, COJEPXKAIIUMH  OCKOpPOJICHHS, arpeccHio,
3allyruBaHuC; XYJIHUIaHCTBO; COIUAJIbBHOC GOﬁKOTHpOBaHI/IC C TIOMOMIIbIO PA3JIMYHBIX HWHTCPHCT-
CEpBHUCOB.

OcHoOBHBbIE COBETHI 10 00pbLOE ¢ KHOEPOYJIJIMHIOM:

1. He GOpocaiics B 60ii. JIydmmii crmoco0: OCOBETOBAThCS Kak ceOsi BECTH M, €CJIU HET TOro, K KOMY
MOXKHO O6paTI/ITBC$I, TO BHadali€¢ YCIIOKOUTHLCH. Eciu TBI HayHemb OTBEYaThb OCKOp6JIeHI/I$IMI/I Ha

OCKOpOJIEHUS, TO TOJIBKO e1le OOJIbIle pa30kKelb KOH(IUKT;



2. YrpaBnsii cBoei KuOeppenyTamuei;

3. AHOHMMHOCTh B ceTH MHuMas. CyIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOMT 32 aHOHMMHBIM
aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKUM 00pa3 BUPTYadbHOU KU3HHU. THTEpHET (DUKCUPYET BCE TBOU JIEHCTBHS
U COXpaHseT uxX. Y AaluTh UX OyJeT KpaliHe 3aTpyJHUTENIbHO;

5. CoGnroziait cBOM BUPTYAIbHYIO YECTh CMOJIONY;

6. WrHopupyih enuHWuHbBIA HeraTuB. OaHOpa30BBIE OCKOPOWUTENBHBIE COOOLICHUS JIyYllle
urHopupoBaTh. OObIYHO arpeccus MpeKpalaeTcsl Ha Ha4yaJlbHOM CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOLICHHSIMH, B COIIMAJIBHBIX CETSIX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHHH C ONpeaesIeHHBIX apecoB;

8. Ecnut TbI cBUeTenb kuOepOysuinHra. TBOU NeicTBUSA: BHICTYNIUTH IPOTHB MpECie0BaTeNs, OKa3aTh
€My, 4YTO €ro JEWCTBUS OLEHUBAIOTCA HETaTUBHO, IMOAJAEPkKATh IKEPTBY, KOTOPOM HYKHA

IICUXOJIOTNYCCKaA IOMOIIb, COO6H_II/ITB B3pPOCJIBIM O (1)aKTe arp€CCUBHOIO IMOBEACHUA B CCTH.

MoOuabHbIi Tes1eoH

CoBpemeHHbIE cMapT(OHBI U IJIAHIIETHI COJEpKaT B ceOe BIOJHE B3POCHbIN (DYHKIHMOHAN, U TENeph
OHM MOTYT KOHKYPHpPOBaThb CO CTAallMOHApPHBIMH KommbioTepamu. OJHAKO, CPEICTB 3allUThl IS
MOJOOHBIX YCTPONCTB MOKa OYeHb Mayio. TecTHpOBaHHE M MOUCK YSA3BHUMOCTEH B HUX MPOUCXOAUT HE
TaKk UHTEHCUBHO, Kak ais [1K, To ke camoe kacaeTcss U MOOUITBHBIX MPUITOKESHHH.

CoBpeMeHHbIE MOOWIIBHBIE Opay3epbl YK€ MNpPaKTHYEeCKH JOTHAJM HACTOJIbHBbIE aHaJOrH, OJIHAKO
pacipenre GyHKIIMOHaIa BICUET 32 COOOM OOJIBIIYIO CJI0KHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.
Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIINE KPUTHISCKUE YSI3BUMOCTH IS
CBOUX YCTPOUCTB.

OcHOBHBbIE COBETHI /151 0€30MACHOCTH MOOWJIBHOTIO TeJie(poHAa:

1. Hudero He siBisieTcsl mo-HacTosimeMy OecruiaTHbIM. Byab ocToposkeH, Belb kKorna Tede mpeiarator
OecrIaTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCIYTH;

2. Jlymaii, npexxae dem ortnpaBute SMS, ¢gorto mnm Buaeo. Thl TOYHO 3Haelb, Iie OHH OYyAyT B
KOHEYHOM uTore?

3. Heo6xoa1uMo 0OHOBIISATE OTIEPAIMOHHYIO CHCTEMY TBOETO cMapTdhOHa;

4. Ucnionb3yit aHTUBUPYCHBIC TPOTPAMMBI JIJIsl MOOMIIBHBIX TEIe(OHOB;

5. He 3arpyxail npwIOKEHUsI OT HEU3BECTHOIO MCTOYHUKA, BEAb OHU MOTYT COAEPKATH BPEIOHOCHOE
MpOrpaMMHOE 0OecTieueHue;

6. Ilocme Toro kak ThI BBIMJACIIb C CaiTa, T/I€ BBOIWJI JIMYHYIO HHGOPMAIUIO, 3l B HACTPOUKH
Opay3epa u ynanu cookies;

7. Ileppoaruecku IpoBepsId KaKKUe IUIaTHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;



8. Jlaaii cBOIt HOMEp MOOMIIBLHOTO TeJieOHA TOBKO JIFOASIM, KOTOPBIX ThI 3HACIIH M KOMY JTIOBEPSEIIh;
9. Bluetooth nomkeH OBITH BBIKIIOUEH, KOTJIa ThI UM HE IoJib3yenbcsi. He 3a0biBaii MHOTIA IPOBEPSITH

9TO.

Online urpwoi

CoBpeMeHHbBIE OHJIAH-UTPHI - 3TO KPacOYHbIC, 3aXBaTHIBAIOIINE Pa3BICUCHUS, OObEIUHSIONINE COTHU
THICSIY YEJNIOBEK O BCeMy MHpPY. MrpoKH HCCIEOYIOT JaHHBIH UM MHUp, OOIIAIOTCS APYT C JIPYTOM,
BBITIOJHSIOT 33JaHUs, CPAXAalOTCSl C MOHCTPAMU M TOJY4YalOT ONBIT. 3a YAOBOJIbCTBUE OHHU ILIATAT:
MOKYMAIOT JUCK, OTNIAYMBAIOT a00OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OIMIHUU.

Bce atm cpenctBa mayT Ha MOJEpKAHME M PA3BUTHUE UTPHI, a TaKKe Ha caMmy O€30MacHOCTH:
COBEPIIICHCTBYIOTCS CUCTEMBl aBTOPHU3AIIMHU, BBIMYCKAIOTCS HOBBIC MAaTyd (MHUQPOBBIC 3aIIaTKH s
MPOrpaMM), 3aKpPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nopo6HBIX Urpax CTOUT OmacatbCs HE CTOJIBKO CBOMX CONEPHHKOB, CKOJBKO KpPa)kh TBOETO MapoJid,
Ha KOTOPOM OCHOBaHAa CHUCTeMa aBTOPU3AIMH OOJILITHHCTBA UT.

OcHOBHbBIE COBETHI M0 0€30MACHOCTH TBOEI0 HTPOBOI0 AKKAYHTA:

1. Ecu npyro#t urpok Benet ceds TUIOXO0 WK Co37aeT TeOe HEMPHUSATHOCTH, 3a0JIOKHPYH €ro B CIIUCKE
UTPOKOB;

2. Ioxkanyiics aAMUHHCTpATOpPAM HUTPHI HA MJI0XO0€ MOBEICHUE 3TOTO UTPOKA, KEJIATEIHHO MPUIIOKUTH
KaKHe-TO I0Ka3aTebCTBA B BU/IC CKPUHOB,

3. He yka3wiBaii inunyto nHpopManuo B mpodaiisie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii Heo(uManpbHbIC TATYH U MOJIBL;

6. Micnionp3yii CIIOKHBIE U pa3HbIe Mapoy;

7. laxxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [IoKka ThI Urpaelib, TBOM KOMIBIOTEP MOTYT

3apa3uTh.

OUIMHT WIM KPaKa JIMYHBIX JIAHHBIX

OOBIUHOM KpaXkel JEeHEeT W JOKYMEHTOB CETOHS YK€ HUKOTO HE YIUBUIIb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 3JI0YMBIIICHHUKH MEPEMECTHIINCh B MHTEPHET, W TPOJIOJIKAIOT 3aHUMATHCS TFOOMMBIM)
TIETIOM.

Tak mosBUIIaChL HOBasg yrposa: HHTCPHCT-MOUICHHUYCCTBA WA (bI/ILHI/IHF, rjilaBHasA LEJIb KOTOPOTO
COCTOMT B TOJNYYCHHH KOH(DMICHIMAIBHBIX IaHHBIX MOJb30BaTENe — JIOTMHOB M Tapoiei. Ha
AHTJIMUCKOM si3bIKe phishing ynTaercs kak ¢umuar (0T fishing — peIOHas J0BIIs, password — mapoJb).

OcHoBHbBIE coBeThI 10 0opble ¢ GUIIMHIOM:



1. Cnenmu 3a cBOMM akKKayHTOM. Ecim Tkl mojo3peBaelib, YTO TBOS aHKeTa ObUTa B3JIOMaHa, TO
HE00X0TMMO 3a0JIOKMPOBATH €€ U COOOIIUThH AIMHHICTPATOPaM pecypca 00 3TOM KaKk MOKHO CKOpee;

2. Ucnonb3yii 6e30macHbie BeO-CaThI, B TOM YHCIIE, HHTEPHET-Mara3uHoOB U MOMCKOBBIX CHCTEM;

3. MHUcnonw3yit crnoxHble # pa3Hble Tapoiaud. Takum oOpa3om, ecau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH MOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQIIIIO B CETH, a HE KO BCEM;

4. Ecniu Te0s B3710MaJH, TO HEOOXOAUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE TOOABICHBI Y
Te0s B IpY3bsiX, O TOM, 4TO T€Os B3JIOMaJIH M, BOSMOXKHO, OT TBOEr0 UMEHH OYAET pacChUIaThCS CIaM U
CCBUIKM Ha (PUIIMHTOBBIE CAUTHI;

5. YcranoBu HanexHbIH maposs (PIN) Ha MoOUIbHBIN TenedoH;

6. OTKITI0YM cOXpaHEHHE Mapolisi B Opaysepe;

7. He otkpsiBail (aiiinbl U Ipyrue BIOKEHHs B MHCbMax Ja)ke €CIIM OHHM HPUIIH OT TBOUX APY3eH.

Jlyurie yToYHM Y HUX, OTIIPABIISUIN JIU OHU TeOe 3Tu (ailibl.

Hudgposas penyrauus

[MudpoBas pemyramuss - O5TO HEraTMBHas WM MO3WTHBHas wuH(opMamuss B ceth o Tele.
Komnpomerupyromas nHpopmanus pasMeLieHHas B UHTEPHETE MOXKET CEPbEe3HBIM 00pa3oM OTPa3UThCs
Ha TBOeH peanmbHOU ku3HU. «lludpoBas pemyramus» - 3T0 TBOH UMUK, KOTOPBIA (opmupyercs u3
uHpopmanuu o Tebe B MHTEPHETE.

TBoe MecTo *kHTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH XapakTepa U PaccKasbl O
OJIM3KHX - BCE 9TO HAKAIIMBAETCS B CETH.

MHorue noapoCTKU JIETKOMBICIEHHO OTHOCATCS K IyOJUKaUK JIMYHON nHpopmauuu B MHTEpHETE, HE
MOHMMAasi BO3MOXKHBIX TOCHeACTBUUA. Thl Take HE CMOXKEIIb J0ragarbcs O TOM, 4TO (oTorpadus,
pasMelleHHas 5 JeT Ha3ald, CTaja MPUYMHON OTKa3a MPUHATH Te0s Ha paboTy.

KommenTtapuu, pazmerenue TBoux (ortorpaduil u npyrue 1eHCTBUS MOTYT HE MCUE3HYTh Jaxe Mocie
TOro, KaKk Thl MX yJaJullb. bl HE 3HaEllb, KTO COXPAaHWJI 3Ty HH(pOpMAIMIO, INONaja JU OHA B
MIOMCKOBBIE CUCTEMbI M COXpPAaHWJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tebe OKpyXKarollee JIIOIH,
KOTOpBIE HalIyT W yBUAAT 3To. HaiiTm mH(OpMAnuio MHOTO JIET CIIyCTS CMOXKET J00H - Kak u3
J0OpBIX MOOYXKAEHUH, TaK U C HAMEPEHUEM NIPUUYUHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI 10 3a1MTe HM(POBOH penyTalum:

1. ITogymaii, mpeskae 4eM 4To-To MyOIMKOBaTh U NepeaaBarh y ceds B 6J0re UM B COLIMAIBHOMN CeTH;

2. B nacrpoiikax npoduis ycTaHOBU OTpaHUYEHHUsI HA TPOCMOTP TBOETO MPOQHIISL U €ro COAEPKUMOTO,
clenam ero TOJIbKO «JIJIsl IPy3ei»;

3. He pasmemnaii u He yka3biBail HHGOPMAIIHIO, KOTOPas MOXET KOTO-THO0 OCKOPOJIATH U OOHKATh.



ABTOpCKOE IPaBo

CoBpeMeHHbIE MIKOJIBHUKH - aKTUBHBIE MOJB30BATEIN LU(PPOBOro mpocTpaHcTBa. OIHAKO AaJeKo He
BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTMMH BO3MOXHOCTSIMH LU(PPOBOro MUpa TpedyeT COONII0ICHHs MTpaB
Ha UHTEJJIEKTYaIbHYI0 COOCTBEHHOCTD.

TepMuH «uHTeIEKTyanbHas COOCTBEHHOCTh» OTHOCHUTCS K Pa3IMYHBIM TBOPEHHSIM UYEIOBEYECKOTO
yMa, HaurWHasi C HOBBIX M300PETEHHIA U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJYKTHI U YCIIYTH,
W 3aKaH4MBasi KHUTaMH, (poTorpadusimMu, KHHOPUIBMAMU U MY3bIKQJIbHBIMU TIPOU3BEICHUSMH.
ABTOpCKHE TpaBa - 3TO MpaBa Ha HHTEIUIEKTYalbHYI0O COOCTBEHHOCTh Ha MPOM3BEICHHS HAyKH,
JUTEpaTypbl W HUCKyCCTBa. ABTOPCKHE TMpaBa BBICTYNAIOT B KayecTBE TrapaHTUM TOTO, 4YTO
MHTEIJUICKTYaJIbHBII/TBOPUECKUH TPYyJ aBTOpa HE OyAeT HalpacHbIM, JacT €My CIIPaBeJIMBbIC
BO3MOXHOCTH 3apa60TaTL Ha pe3yJjibTaTax CBOCro Tpyaad, MOJYYUTb U3BECTHOCTL U NPU3HAHUC. Huxkto
0e3 paspelieHusi aBToOpa HE MOXKET BOCIPOU3BOJUTH €r0 MPOU3BEACHHE, PACIIPOCTPAHSTH, MYyOIUYHO
JIE€MOHCTPUPOBaTh, IMpoJaBaTh, WMIIOPTUPOBAaTh, IycKaThb B MpPOKAaT, MyOJIMYHO HCIIOJIHAT,
MOKa3bIBATH/UCTIONHATE B 3(upe win pasmemiats B lHTepHeTe.

Hcnonb30BaHue «ITUPATCKOT0Y» MPOTPAMMHOTO OOECIICUEHUSI MOXKET MPUBECTH K MHOTHUM PHUCKaM: OT
MOTEpU JaHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKH TBOErO YCTPOWCTBA, I YCTAaHOBJIEHHBIA HE
neraigpHas mnporpamma. He crtouT Takke 3a0bIBaTh, YTO CYIIECTBYET JIETAIbHbIE W O€CIUIaTHBIE

IIPOrpaMMBbI, KOTOPBIE MOYKHO HAaNUTH B CETH.

O noprane

CereBu4oK.p( - TBOHW TJIaBHBIH COBETUMK B CETH. 3JI€Ch Thl MOXEIIb y3HaTh O 0€30MaCHOCTH B CETH
NOHATHBIM MW OOCTYIIHBIM S$3BIKOM, a IpPU BO3HUKHOBCHUH KpI/ITI/I‘IeCKOfI CUTyaluunu 06paTI/ITLC5I 3a

COBETOM. A TaKXke MPHUHATH y4acTHe B KOHKYpPCaX U CTaTh CAMbIM IIU(PPOBBIM I'pasKJaHUHOM!



